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Post Cards — No Privacy

+ Low effort

rth:sSpaceForWiiﬁm_éMessag‘es + Available everywhere

m,l/
fe a bl o
u/v //W’(/fj Y

! ‘ < - Anyone can read the message

rv Uonee Gud i, 15
W%’Mé ¥ o, Message cannot be verified
L‘mess nram.ﬁ.me:{y. (D Thisside:orfhg Address only. 3 A/ - Sender CannOt be ve rlfled
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First step to Privacy — Enveloped Mail

+ Message is protected.

Only a low force attack r%
will unveil it.

- Message cannot be verified
- Sender cannot be verified
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ldentify Sender, Tamper-Proof — Sealed Envelope

+ Message is protected.

But a low force attack
will still unveil it.

+ Message can be trusted
+ Sender can be verified
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Store Data Safely — use a Safe — aka Encrypt Data

+ Message is strongly protected.
+ Message can be trusted.

+ Multiple users may know the
key.
+ Brute force attach may

succeed, but it takes high
effort and long time.

- Key must be secretly
communicated to receiver.

- Cannot verify sender if
multiple user know the key.

- Key should be changed
regularly.
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Encryption Algorithm — aka Cipher

|-|| I.E LLO  ROT13 —a simple Algorithm
l l—I %} lJ > Rotate by k (key). k=13
* Encryption algorithms
AlB|C|D|E|F|GH[1]J [[LMN[o|PlQ[R|S|T[ulVMWIX|Y|Z| o e e
k= 1—3l l — l items.
Njo|P|QlR|s|T[ufvx|Y|z|AlB|c|D|E|F|G|H[ I [s[K[Lim > Leneth preserved
| | * Algorithm called a Cipher
) l l \1 » Stream ciphers = Byte by byte
RYYB » Block ciphers = Blocks of bytes
—— e Mathematical formula to be
l 1 ) u applied
Alslclolelelalnl T3 Tk LlMlN olplalrls[tlu wa v[7 » Parameter(s) influence result
* Parameters are
l l l l » Key —a numeric value
Njo|P|QfR[s|T|ulvMIX|Y|z|A[B|c|D|E|F|G[H[1|J|K|LIM > seed—anumeric value
| S—
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Symmetric Algorithms — Block Ciphers
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Symmetric Algorithms — Stream Ciphers
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Block Cipher — Need to Chain Blocks Somehow

Plaintext

CCTTTTTT]

Block Cipher
Encryption

Key — Key — =

r
LLTTTTTT]

Ciphertext

Plaintext

(IITTTITT]

'

Block Cipher

Encryption Key —»

'

T
Ciphertext

Plaintext

LTI

'

Block Cipher
Encryption

'

LLTITTTIL]
Ciphertext

Electronic Codebook (ECB) mode encryption

Plaintext
TTTTTTT1]

&

Block Cipher
Encryption

Initialization Vector (IV)
OTTTTTT1T1

Kay —»

]
(T TTTTTT]
Ciphertext

Plaintext
ITTTTTT1]

T

Block Cipher

Key —=|  Encryption

Plaintext

Block Cipher

Key —= |  Encryption

L]
[ITTTTTTT]
Ciphertext

'

[ITTTTTTT]
Ciphertext

Cipher Block Chaining (CBC) mode encryption




Symmetric Encryption — Secret Key Encryption

Thank you, Bob.
I'll keep it secret!

Alice, here is our
new symmetric key. A

Wenn hinter Fliegen Fliegen

fliegen, dann fliegen Fliegen % . ?rCVF!‘N?PP{E\XiCC{’_([?\:‘YGO/‘EB\:W)A
Fliegen nach! Vi {t :> imN>"éyp@Sutd%olfIFt | Ol«BE2e)

ﬁ MAOTH2up>Or)K39+Pa@ | 5)id4&
O A1¢\8jR»x}
SECRET

Public

Transportation

é,cyHNePPAXiCC»([aYGOAB=yf)A
imN>"éyb@3utd%olqFT | Ol«BE2e)
MAeOT2up>0rK39+Pa@ |s)i4&

A1¢\8jR»x} O
SECRE

Wenn hinter Fliegen Fliegen
fliegen, dann fliegen Fliegen
Fliegen nach!
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Asymmetric Algorithms — Asymmetric Ciphers

*RSA

* Diffie-Hellman Key Exchange Protocol
*ECC
* DSA
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Asymmetric Encryption — Public Key Encryption

| need a pair of | need a private-
ﬁ asymmetric keys public key pair
¢ 0 ———

1. key generation




Public Key Cryptography — Protect the Message

Secret message for Alice!
p | need Alice’s public key
[ ]

(=

é,cyHNePPAXjCC»([aYGOAB=yf)A
imN>"éypb@3utd%olqFT | Ol«BE2e)
MAerTTZUp>0>K§9i¢a@ |5)14&

Wenn hinter Fliegen Fliegen
fliegen, dann fliegen Fliegen

Fliegen nach!
Q/I need
my private key

Wenn hinter Fliegen Fliegen

fliegen, dann fliegen Fliegen <3

Fliegen nach!

Public

Transportation

&,cyHNePPZAXiCC»([aYGOAB=yf)A
imN>"éyp@3utd%olqFT | Ol«BE2e)

ﬁ: & MAeOTT2up>O>)K39+Pa@ | s)i4&
\ Q o)
N £7-95[*Y<R

PRIVATE—"
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Public Key Cryptography— Identify

Sender

i\gﬁ/lproof I’m the author!
| need my private key

Wenn hinter Fliegen Fliegen
fliegen, dann fliegen Fliegen . ‘ Z____,
Fliegen nach! % ~ s e . T
Em]@ yp ceOTtE2e)MA2Up>O&,cyHNeP[aY
1 ﬁ ....... :> GOYImFT | Ol«B>Ka9+/&B=yf)AimN>
o ST{vvi\e7V "4y PBEPAEXI CCr (Utd%olbBiutdAce
PRIVATE A

ey Publishing Board

Alice

Is this really
from Bob?
| need Bob’s
public key

Public
Transportation

Wenn hinter Fliegen Fliegen

fliegen, dann fliegen Fliegen <3

eOTtE2e)MA2up>0é,cyHNeP[aY
GOYImFt|Ol«B>Ka9+Z&B=yf)AimN>
"y @SPAX| CC»(Utd%olp@sutdAce

Fliegen nach!

E (o Q3fG6ast(6 /
PUBLIC
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Message Digest — Hash — Fingerprint

* SHA-0
* SHA-1

*SHA256
*SHA512

* HMAC
* MD2

« MD4

* MD5

* BLAKE2s, BLAKE2b

* HAVAL
* PANAMA
* Etc.
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Message Digest — Hash — Fingerprint

» Tiny changes on input 2
completely different output

» No two different input data
result in same output

Wenn hinter Fliegen Fliegen * Algorithm to create fixed-
fliegen, dann fliegen Fliegen |ength value from variable-
Fliegen nach!
length data
€ = x'716cc5203b913€36 | o Craqte unique result:
= SHA256 = e1029a696d538f354 '
2 , 2c0b67d098645794b » Same input = same output
v S—" 2040e3e83e7392’
ke
o
o

Wenn hinter Fliegen Fliegen
fliegen, dann fliegen Fliegen

(theoretically, at least)
Fliegen nach.
» No keys or other parameters
” me= x'e8e7930cc48d03a involved
SHA256 |:> 85ed3dffc16aefb01
- 9741930433571bc | © ON€ way
c07872b47cAfdabs’ > Cannot get back to input
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Signing a Message — Integrity & Non-Repudiation

x'716cc" a% 621029

]__> = ¢S
SHA256 = | a626 &7 5/ e%:657d0986
— 2579‘ o% i3e739a % E@

(o 5T{Vvii\e7U / 2
PRIVATE

Wenn hinter Fliegen Fliegen fliegen, +

med my private key
to sign the message

Wenn hinter Fliegen Fliegen fliegen,
dann fliegen Fliegen Fliegen nach!

Signature
‘E :> Tst2e)2u»0é
p ,cNaYqImFt]|

Ol«B>KaByf)

rn

dann fliegen Fliegen Fliegen nach!
x'716cc5203b913eab
e1029a696d538f3542 Is this really from Bob? _ l
c0b67d098645794b2 Is this what he really wrote? Public
040@3@83@7393’A | need Bob’s public key TranSpOFtatlon
Compare &
Equal? s ) 6 <3 Wenn hinter Fliegen Fliegen fliegen,
v B dann fliegen Fliegen Fliegen nach! I
x’716cc5203b913eab P
e1029a696d538f3542 - Tst2e)2u»08
cOb67d098645794b2 Q <3 + cRaVqmFt|
Y Q3fGbas#(6 ’
040e3e83e739a’ Dec Y ﬁ: CWLK(;) Ol«B>KaByf)
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Digital Certificate — Creating a Digital Certificate

i, | need a certificate. H

ere

o >

H
ﬁov'gny data and my public key.
". Q

(0 Q3fG6ast#(6 /

BOB’S PUBLIC

Certificate Informantion
Owner’s Name: Bob Topsecret

Owner’s Public Key: 0 Q3fG6asH(6

Certificate Serial #: 4013401393012
2390782020948
2018-04-15 to
2020-04-14

The Good CA

Validity period:
Issuer’s Name:

... (more)

Certificate Signature

2+f-ulDm{%w654?c3# dg{>»sé
q¢=;dgpiifei9%a»\$§asd’afifa2
wm:%c0+f_re/15<eua#%{\t*Ns

Bob’s new Certificate

N
Certificate Signature

2+f-ulDm{%w654?c3# dg{>»sé
q¢=;dgpiifei9%a»\S§asd’afifa2
wm:%c0+f _re/!15<euid#%{\t*Ns

We verified this is
Bob and it is his
public key

The Good CA

—=< Encrypt

AN

Certificate Informantion
Owner’s Name: Bob Topsecret

Owner’s Public Key: (0 Q3fG6asH(6 )

jertificate Serial #: 4013401393012

2390782020948
alidity period: 2018-04-15 to
2020-04-14
Issuer’s Name: The Good CA
... (more)
I'Ahl‘ﬁ
(o)
X?%h3#Té/A SHA256

THE Goob CA’s
PRIVATE KEY

T

x'21409b82e89750e0598f7e908b
a79c8723445cdb4e6d654f565a4’
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Digital Certificate — Verifying a Digital Certificate

Certificate Informantion /<\ Cazr;ifzcjs?c;z;'sl:‘zlrj:i}:zlte?
Subject’s Name: Bob Topsecret Q r) -
Subject’s Public

Key: o) Q3fGGaS#(6 oA

Issuer’s Name: The Good CA 2 Certfflcate Informantion
v | Subject’s Name: The Good CA
Subject’s Public
Cd |ificate Signature Key: ~96["Y<R
2 ~u'I'Dm{%w654?c3#‘dg{>% ame: The2nd CA 3
Bob’s Certificate : - :
Certificate Signature
v . W7;>t%23{fzhEW(h[s4\s»aici
w= x'21409b8ae89750e0598f7e908b
a79c8723445cdb4epq654f565a4’
SHA256 i A The Good CA’s Certificate
V

Compare
?
% x’21409b8ae89750e0598f7€90 Equal?

a79c8723445cdb4e6d654f565a4’ C h a i n Of Tr u St
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Decryption with raw Cipher Succeeds with Any Key

Wenn hinter Fliegen Fliegen
fliegen, dann fliegen Fliegen
Fliegen nach!

8,cyHNePPZAXiCC»([aYGOAB=yf)A
imN>"éypb@EUtd%olFt|Ol«BE2e)

8,cyHNePPZAXiCC»([aYGOAB=yf)A
imN>"éyp@EUtd%ol qFt|Ol«BE2e)

MAeOT+2up>OrK39+Pa 5 ALO\SjRX]
J »X

8,cyHNePPZAXiCC»([aYGOAB=yf)A
imN>"éypb@EUtd%olFt|Ol«BE2e)

MAeOT+2up>OrK39+@a o s
‘ x/>18a )

8,cyHNePPZAXiCC»([aYGOAB=yf)A
imN>"éyb@3utd%olqFT | Ol«BE2e)
MAeOTT2up>0>K39+Pa@ |s)i4&

Heute scheint die Sonne; Vogel
fangen hinter Fliegen fliegende
Fliegen.

Wenn hinter Fliegen Fliegen
fliegen, dann fliegen Fliegen
Fliegen nach!

Na# Du Kuchen Vog&6a{e Fliegen
das Zebra 33 krypti&alischer Mist
hahaha
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Encryption versus Compression

Wenn hinter Fliegen Fliegen
fliegen, dann fliegen Fliegen
Fliegen nach!

71 bytes

CPWenn hinter FO1 FO1 f02, dann
f01 FO1 FO1 nach!
CPO1=liegenCP

compress,
then encrypt

47 +9+ 6 =62 byt

es

8,cyHNePPAXiCC»([aYGOALB=yf)AimN
" yp@EUtd%ol FT | Ol«BE2e)MA0OTT
2up>O>)K39+Pa@ | s)i4&

encrypt,
then compress

80 bytes

&,cyHNePPZAXiCC»([aYGOAB=yf)AimN
" yp@Eutd%ol FT|Ol«BE2e)MA0OT
120p>0>K39+@a@ | 5)i14&

80 bytes

CPWenn hinter FO1 FO1 f02, dann
fO1 FO1 FO1 nach!
CPO1=liegenCP

47 +9 + 6 = 62 bytes

EiFS?ESA+uuLOEN"p@yeEc.0
:3/(wfzafo,”*8381-vO;k‘jE¥p*
g11-\w¥é N™%ol

64 bytes

CPé,cyHNePPZEXiCC»([aYGOAB=yf)Aim
N>"éyb@3utd%olqFt|Ol«BE2e)MAcOTT
2up>O)K39+Pa@ | s)i4&

CPCP

80 + 6 = 86 bytes
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Questions
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